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w Data is born at the edge

w Pros of processing directly at
the edge:

A Low latency

A Communication
& Energy efficiency
A Privacy

«w Compliance to GDPR and
privacy regulation laws

t N&XVIIBXE7R [fs, sl 8023 U S R

[ St Ny |

AFSPRINT Federated Learning for Privacy Preserving Machine Learning



e
Where Does Al Happens? XY SPRINT

loT Data Input to ML Models (Training vs. Inference)

Raw loT Data From loT
Endpoints (e.g., Sensors)

On-Premises or v
Cloud-Hosted Training

Leogical Flow of Data

Learning a Mew
Capability From

Existing Data
A
r )
Deep-Learning Training
Framework Dataset

Trained Model

Logical Data
Warehouse

Modern models ardrained
offline on the cloud and
deployedon the field for
Inferenceon new data




Where Does Al Hannens?

AI‘QI"F\II\IU.‘ rocucialcu Lcaliiiy 1ul riivavy ricocivilly iviavliiiice Leaitliily 5




Where Does Al Happens? Ccﬁf%SPR/NT

Al 1M SECURE PRIVACY-PRESERVIN
COMPUTING CONTINULM

loT Data Input to ML Models (Training vs. Inference)

Raw loT Data From loT
Endpoints (e.g., Sensors)

——————————————————— 1 I————————————————_——_I
- i } Edge Device,
D£| F’rgﬂlsets é}r v Logical Flow of Data v On-gremises or
oud-Hoste Training Inference Cloud-Hosted |

Learning a New Applying This !
Capability From Capability to
Existing Data New Data
A A
[ Y ' ™
Deep-Learning Training New App or Service
Framework Dataset Data Featuring

Capability

Trained Model

»

Logical Data
Warehouse




Where Does Al Happens? C""? )%SPR/NT

AFSPRINT Federated Learning for Privacy Preserving Machine Learning



T
he Edge Intelligence Paradigm

Level 6
All on-device

Reduced amount ‘
or shorten path of
o -

Training
on the cloud

/

N Clou_d Intelligence
g and inference on the cloud
u

AIFSPRINE
Federated L i
earning for Privacy Preserving M
achine Learni
ing

Al 1M SECUR
E PRIV.
COMPUTING wmﬁﬁ}"iﬁ“mvms

shou et ab: Edge TSNS <o Poving the Last Wi of astificiat inteliig=nce Wi

ABOUT THE AUTHORS

Thi,

IS5

I Ticle . III

ol ) Provig, e o Iy g

chotar WD Jor o5 ¢ i

e 6% tee 7 oy, 4 o,

Py B Caryyg, TViey . Prepe, e
E sun ‘ot sen Uphersiy. y e mg, 2 Rsive

terests indude e99¢ el 1, | 3

puter Sode!
Best Poper

rts

d ¢, n g

ey, ?fnl “dge

o 8 el
tetiyyy, key p, . /J/A,{,,“v

, oy L
AN; €dlgg, m')/”\’l‘p
Bres

i Chen received (€ P . degree in nfor

T ation angineering o0 e Chinese Un

o, Hong Ko0g. 10 2012

"o was a Pastoctora!

izona State Utk

y, Tempe. 82, US& From 2014 102018

Tmpdid Schier FEIO with the

of Compute” Slence: university of
Ganingen, Gutonaen: Germany. He B

ety » Gull Professo” T

China, and the Viee g

Enginesring Laberatoy

reciplent of the Prestid
he Atmander v
oo

Gemuany. e 2
1re 2016 Thousad Talerts P!
ais of China, & 2017 IEEE €O
pesearcher A¥

3
o O g
ot ot

e O
oy ten

oA
etwork Softwarizatiot and

o u receved e 85 dogre®

B0 pication enginesfind (o0 The Schodl D
eysics and Y camnication ENITSES
o, South China Morm® siversiy (SCRUN
Gusngzhou. Crins. 11 17. He 15 currenSy
g toward the mBHETS gegee ot the
ey of Daa a0d CATPOT sclence. U0
ke uriversity, GUOTI
s curent resear

mobie deep OmOUET: edgeintetigance: ¥

,(.
» s mi:"“’ "
gy

icmy

 the IECED
£ Network. HE
Communications Sock®

4762 PROCEEDINGS

{EEE | Yot 107, Ne 5, August 2019

W . .
1)




Model Inference on the Edge
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Edge Intelligence: Paving the Last Mile of Atrtificial Intelligence With Edge Cordpifingu, et al., Proceedings of IEEE. 2019
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Technology Highlights
Model Compression Weight pruning and quantization to reduce storage and computation
Edge[] ) . . . _
Server], Model Partition o Computation ofﬂoadmg‘ to the edge server or mobile devices
( e Latency- and energy-oriented optimization :>O
i Model Early-Exit e Partial DNNs model inference 3
e Accuracy-aware
Edge Caching e Fast response towards reusing the previous results of the same task . Center
Input Filtering e Detecting difference between inputs, avoiding abundant computation
Device . . -Ori imizati
Model Selection e Inputs-oriented optimization
e Accuracy-aware
Support for Multi-Tenancy e Scheduling multiple DNN-based task
E d e Resource-efficient
Application-specific Optimization e Optimizations ‘for the specific DNN-based application
e Resource-efficient

Edge Intelligence: Paving the Last Mile of Atrtificial Intelligence With Edge Cordpifingu, et al., Proceedings of IEEE. 2019
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Adantages of Training on the Edge . ,_g)g@ \SPRINT

Less Conservatlve

Fleet size
Duration of data collection 1 working year / 8h 1.25 working year / 10h
Volume of data generated by a single car 1TB/h 1.5TB/h

Data reduction due to preprocessing 0.0005 0.0008

Research team size 30 40

Proportion of the team submitting jobs 20% 30%

Target training time 7 days 6 days

Number of epochs required for convergence 50 50

Calculations

Total raw data volume 203.1PB 595.1 PB
Total data volume after preprocessing 104 TB 487578
Training time on a single DGX-1 Volta system (8 GPUs) 166 days (Inception V3) 778 days (Inception V3]
113 days [ResNet 50)21 days 528 days (ResNet 50)

(AlexNet) 194 days (AlexNet)

Number of machines [DGX-1 with Volta GPUs) required to achieve target training time for 142 (Inception V3) 1556 [Inception V3)

the team 97 (ResNet 50) 1056 (ResNet 50)

18 (AlexNet) 197 (AlexNet)

Source: NVIDIA https://devblogs.nvidia.com/traingeltdrivingvehicleschallengescale/
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Technology, Highlights

Leave the training data distributed on the end devices
Train the shared model on the server by aggregating locally-computed
updates

e Preserve privacy

Federated Learning

e Dcicrminc the best trade-oll between local update and global parameter
'| Aggregation Frequency Control aggregation under a given resource budget
e Intelligent communication control

e Gradient quantization by quantizing each element of gradient vectors to

Gradient Compression a finite-bit low precision value
e Gradient sparsification by transmitting only some values of the gradient
vectors
DNN Splitting e Select a splitting point to reduce latency as much as possible

Preserve privacy

e First train a base network (teacher network) on a base dataset and task
and then transfer the learned features to a second target network (student
network) to be trained on a target dataset and task d

e The transition from generality to specificity

Knowledge Transfer Learning

Random gossip communication among devices

Gossip Training e Full asynchronization and total decentralization
Preserve privac _
Edge l—oo | W reemepweey IE. 2019
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driven algorlthms are susceptible to data breaches
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Here is the brief history, and the end of DeepNude. We created this project for user's
entertainment a few months ago. We thought we were selling a few sales every month
in a controlled manner. Honestly, the app is not that great, it only works with
particular photos. We never thouaht it would become viral and we would not be able

to control the traffic. W

Despite the safety mea
probability that people
way. Surely some copie:
be the ones who sell it.
any other means would
will not release other vi
licenses to activate the

People who have not ye
The world is not yet rea

£ Andrew Ng & L4
G @AndrewYNg

I'm glad DeepNude is dead. As a person and as a father, |
thought this was one of the most disgusting applications of
Al. To the Al Community: You have superpowers, and what
you build matters. Please use your powers on worthy projects
that move the world forward.

11:36 PM - Jun 28, 2019 @

Q 8K ) 2K people are Tweeting about this
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China Makes Deepfakes and Fake News Illegal

China will treat fake news or video content (including deepfakes) that aren't clearly marked as such as a criminal offense.

’ByAdam5mlthDat,2‘2019.652pm, f ¥ in ®
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ORIGINAL DEEPFAKE

Clearview AI, The Company
Whose Database Has Amassed
3 Billion Photos, Hacked A

Kate O'Flaherty Senior Contributar @
5 Cybersecurity
-l Straight Talking Cyber

® Listen to article 3 minutes

Clearview Al, the c has amassed over 3 billion photos, has suffered

adata . [+] GETTY

¥y whose database

Clearview Al, the company whose database has amassed over 3

billion photos, has suffered a data breach, it has emerged. The data

The Social Impact of Artificial Intelligence and Data Privacy Is:

by Shree Das, 08 September 20:
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Why is this a Big Concern? De-anonymizaton T
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China Makes Deepfakes and Fake News Illegal

China will treat fake news or video content (including deepfakes) that aren't clearly marked as such as a criminal offense.
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@deepnudeapp
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Identities

Here is the brief history, and the end of DeepNude. We created this project for user's
entertainment a few months ago. We thought we were selling a few sales every month
in a controlled manner. Honestly, the app is not that great, it only works with
particular photos. We never thought it would become viral and we would not be able
to control the traffic. We greatly underestimated the request.

Testing set

Training set

Despite the safety measures adopted (watermarks) if 500,000 people use it, the
probability that people will misuse it is too high. We don’t want to make money this
way. Surely some copies of DeepNude will be shared on the web, but we don't want to
be the ones who sell it. Downloading the software from other sources or sharing it by
any other means would be against the terms of our website. From now on, DeepNude
will not release other versions and does not grant anyone its use, Not even the
licenses to activate the Premium version.

uoEzIwALoUE-a]

People who have not yet upgraded will receive a refund.
The world is not yet ready for DeepNude.

Link MMCs
with identities

ORIGINAL DEEPFAKE
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