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Federated Learning and AI-SPRINT
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Where Does AI Happens?
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ω Data is born at the edge

ω Pros of processing directly at 
the edge:

Å Low latency

Å Communication

Å Energy efficiency

Å Privacy

ω Compliance to GDPR and 
privacy regulation laws

P. Kairouz et al.Σ ά!ŘǾŀƴŎŜǎ ŀƴŘ hǇŜƴ tǊƻōƭŜƳǎ ƛƴ CŜŘŜǊŀǘŜŘ [ŜŀǊƴƛƴƎΣέ arXiv:1912.04977 [cs, stat], Mar. 2021
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Modern models are trained
offline on the cloud and 
deployed on the field for 
inference on new data
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The Edge Intelligence Paradigm
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Edge Intelligence: Paving the Last Mile of Artificial Intelligence With Edge Computing. ZhiZhou, et al., Proceedings of IEEE. 2019
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Model Inference on the Edge
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Edge Intelligence: Paving the Last Mile of Artificial Intelligence With Edge Computing. ZhiZhou, et al., Proceedings of IEEE. 2019

Edge-based Device-based Edge-Device Edge-Cloud
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Model Inference on the Edge
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Edge Intelligence: Paving the Last Mile of Artificial Intelligence With Edge Computing. ZhiZhou, et al., Proceedings of IEEE. 2019

Edge-based Device-based Edge-Device Edge-Cloud
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Adantages of Training on the Edge
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Privacy & Information Security Reduced Time & Latency

Scalability Cost Effectiveness

Source: Google Cloud Solutions

Autonomous Car 

Å Generates 3TB of data per hour

Å At maximum 5G speed of 1Gbps 

Å 9+ hours to send information 

from the car to the server.

Source: NVIDIA https://devblogs.nvidia.com/training-self-driving-vehicles-challenge-scale/

Fleet of 100 Autonomous Cars 

Å Each generates 1+TB of data per hour

Å Data reduction = ~0.0005 of raw data

Å Data after preprocessing = 104 TB/y

Å NVIDIA DGX-1 8GPU = ~1 year

Source: NVIDIA https://devblogs.nvidia.com/training-self-driving-vehicles-challenge-scale/
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Model Training on the Edge
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Edge Intelligence: Paving the Last Mile of Artificial Intelligence With Edge Computing. ZhiZhou, et al., Proceedings of IEEE. 2019

Centralized Hybrid Distributed
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Why is this a Big Concern?

Matteo Matteucci // Politecnico di Milano // matteo.matteucci@polimi.it  - 13 -

ω ά¢ƘŜ ŜƴƻǊƳƻǳǎ Řŀǘŀ ǘƘŀǘ ŎƻƳǇŀƴƛŜǎ ŦŜŜŘ ƛƴǘƻ !L-
driven algorithms are susceptible to data breaches 
ŀǎ ǿŜƭƭΦά

ω ά!L Ƴŀȅ ƎŜƴŜǊŀǘŜ ǇŜǊǎƻƴŀƭ Řŀǘŀ ώΧϐ ŎǊŜŀǘŜŘ ǿƛǘƘƻǳǘ 
ǘƘŜ ǇŜǊƳƛǎǎƛƻƴ ƻŦ ǘƘŜ ƛƴŘƛǾƛŘǳŀƭΦέ

The Social Impact of Artificial Intelligence and Data Privacy Issues
by Shree Das, 08 September 2020
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